UBND QUAN LONG BIEN ~ CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG THCS GIANG BIEN Pjc lip - T do - Hanh phiic

So: 60/QD-THCSGB ‘ ,
Giang Bién, ngay 1 thang 10 nam 2024

QUYET PINH
VE VIEC BAN HANH QUY CHE QUAN LY, KHAI THAC, SU DUNG
THIET BI CONG NGHE THONG TIN VA HE THONG MANG NOI BO
CUA TRUONG THCS GIANG BIEN

Céan cir Luat Cong nghé thong tin ndm 2006;

Cin cir Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cia Chinh phu vé g
dung Cong nghé thong tin trong hoat dong ctua co quan Nha nuoc;

Cin cir vao tinh hinh thuc té ctia nha trudng;

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché quan ly, khai théc, str
dung thiét bi cong nghé thong tin va hé thong mang ndi bd cua truong THCS
Giang Bién.

Piéu 2. Quyét dinh nay ¢6 hiéu luc ké tir ngay ky. Céc ca nhin va bo phén
¢ lién quan trong truong chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhan: HIEU TRUONG
- Nhu Piéu 2;

- P/c Hiéu trudng (dé b/c);
- Luu: VP.

Scanned with CamScanner


https://v3.camscanner.com/user/download

QUY CHE
QUAN LY, KHAI THAC, SUDUNG THIET BI CONG NGHE THONG TIN
VA HE THONG MANG NOI BO CUA TRUONG THCS GIANG BIEN

Chuong I
CAC QUY PINH CHUNG

Piéu 1. Pham vi diéu chinh, doi tuwong ap dung

1. Quy ché nay quy dinh vé nguypén tic, noi dung, trach nhiém cua:

- Toan by gido vién, cdng nhan vién (CNV) trong truong (sau day goi la
ngudi sir dung) trong viéc quan ly, khai thac, sir dung thiét bi cong nghé thdng tin
(CNTT) va hé thong mang ndi bd cia trudong.

- Cac bd phdn, can bj, giao vién, CNV c¢6 chirc nidng, nhi€ém vu quan ly,
quan tri, van hanh thiét bi CNTT va hé thong mang ndi bd cua trudmg (sau diy goi
la ngudi quan ly).

2. Céac co quan, td chirc, ca nhan ngoai nha trudmg khi c6 nhu cau tham gia
vao cac hoat dong truc tiép hodic gian tiép lién quan dén viéc quan ly, khai thdc, sir
dung thiét bi CNTT va hé thong mang ndi bo ciia trudong (sau diy goi 1a ngudi st
dung) phai dugc su dong y ciia Ban gidm hiéu, tuan thu theo Quy ché nay va céc
quy dinh khéc ¢6 lién quan.

Ppiéu 2. Hé thong mang ndi bd

1. Hé thong mang ndi bd cua truomg (sau diy goi 1a mang LAN cua trudng)
bao gom hé thong cidc may chu quan ly (server), céc thiét bi mang, cac may tinh ca
nhan (PC)... dugc két ndi véi nhau trong pham vi cac phong tai truong.

2. Hé thong mang LAN dugc sir dung dé trao doi thong tin, dir liéu nhim
thuc hién nhiém vu tin hoc hoa cac hoat dong quan ly, ciac quy trinh nghi¢p vu cua
hoat dong gido duc trong nha truong.

Piéu 3. Giai thich thuit ngir

Cac thudt ngir k§ thuat va chuyén nganh CNTT str dung trong Quy ché nay
duoc giai thich tai Diéu 4 Luat Cong nghé thong tin nim 2006.

Piéu 4. Tai nguyén Mang

Tai nguyén mang bao gom:

1. Céc thong tin, dir liéu va phan mém dugc nguoi sir dung, ngudi quan tri

cung cap trén mang.

Scanned with CamScanner


https://v3.camscanner.com/user/download

2. Cdc trang thiét bj CNTT gom: Céc méy chi, may tinh, thiét bj ngoai vi
(mdy in, Photocopy, Scan,...) va cic trang thiét bj khéc.
Pi¢u 5. Céc hanh vi bj nghiém cim
Ngoai cac hanh vi bi nghiém cam duge quy dinh tai Di¢u 12 ctia Ludt CNTT
nim 2006, cic hanh vi sau bj nghiém cam khi khai thic sir dung mang LAN bao
oom:

1. Ty v thay ddi nhimg thong sO mang cuia cdc thiét bj gay xung dot 1ai
nguyén trén hé thong mang LAN; thio, ldp dit, thay thé, thict 1ap, cau hinh, cai dat
thém phén cimg, phin mém cua cic thiét bj CNTT hoiic cic san pham, trang thiét
b1t CNTT. Truong hop can thay doi phai dugc sy df)ng y cua Ban chi dao CNTT.

2. Sir dung cac thiét bi CNTT vio viéc riéng, dé ngudi khong c6 phén sur sir
dung céc thiét bji CNTT dugc giao quan ly;

3. Loi dung quyén quan ly, quan trj hé thong dé truy nhdp trdi phép vao dir
li¢u cua ngudi Khac;

4. St dung cic phan mém truy cip tir xa dé két noi tir bén ngoai vao cic may
tram trong mang LAN khi chura dugc su dong ¥ ctia Ban chi dao CNTT;

5. Khai thac nhim muc dich kinh doanh théong tin sé véi bat ky hinh thirc

nao trén mang LAN;

6. Tiét 10 kién tric hé théng, thudt toan cua hé thong an ninh va sira doi trai
phép kién triic, co ché hoat dong ctia h¢ thong CNTT;

7. Sir dung mang thong tin dé khai thic, lvu trir cdc chuong trinh gidi tri
khong lanh manh, cic thong tin ¢4 ni dung xau, phat tan virus, gt thu rac, lam
cong cu tan cong hé thong mang LAN hofic cic mang khic;

8. Sir dung cdc phan mém gian diép dé danh cip thong tin (cd nhén, tai
khoan, mat khau...), dir liéu;

9. Cac hanh vi bj nghiém cam khéc theo quy dinh ctia phép luat.

Piéu 6. Don vi quan Iy mang ndi by va thiét bj CNTT

Ban chi dao CNTT truong hoc chiu trach nhiém quan ly, quan tri, van hanh,
kiém tra, gidm sét va dam bdo tinh hi¢u qua trong viéc khai théc, sir dung thiét bj
CNTT va hé thong mang ndi bd doi voi cdc phong ban va ca nhén trong trudng.

Chuong Il
QUY PINH VE QUAN LY, KHAI THAC, SU DUNG CAC THIET BI CNTT

VA HE THONG MANG LAN
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Picu 7. Quin ly, sir dung cic trang thiet bji CNTT

1. Ngurdi sir dung c6 trach nhi¢m:

a) Quan ly, bao quan va sur dung cac trang thiét bi CNTT do co quan giao
theo ding quy trinh di dugc huéng dan. Trong qua trinh sir dung néu xay ra su cd
hu hong trang thiét bi thi phai ghi lai tinh trang va thong bao cho Ban chi dao \
CNTT biét dé xir ly theo diing quy trinh;

b) Tuén thu cdc bién phap phong va chong virus mdy tinh. Moi dir liéu tir
cdc thiét bi Iuu trir di dong va tir Internet déu phai duge quét diét virus theo ding
huéng dan trude khi sir dung;

¢) Trong qua trinh thao tic trén may tinh, néu phat hién may tinh c6 dau hiéu
bi ldy nhiém virus can cach ly mdy tinh ra khoi mang LAN thi ngudi sir dung phai
rit diy ndi mang ra khoi mdy tinh, dong thdi thong bdo ngay cho Ban chi dao
CNTT biét dé kiém tra va xir ly theo diing quy trinh;

d) Dinh ky don dep, xéa bé céc dir liéu khong sir dung trén may vi tinh
nham ting toc do xur ly va tiét kiém tai nguyén.

2. Ban chi dao CNTT c¢6 trach nhiém:

a) Lam dau moéi hd tro, quan ly, quan tri, vdn hanh, kiém tra, giam sat va
dam bdo an toan, on dinh dbi véi céc thiét bi CNTT;

b) Lam diu méi dé xuét, thim dinh cac tiéu chi k§ thudt trong viéc mua sim,
lip dit, stra chira, thay thé va thanh 1y céc trang thiét bi CNTT;

c) Phoi hop vdi don vi lién quan lap ké hoach nhim dam bao cho viéc vin
hanh, duy tri hoat dong ctia céc trang thiét bi CNTT:

d) Lap ho so ky thudt cho cdc trang thiét bi CNTT;

d) Thuc hién viéc xir ly su c6 cdc thiét bi CNTT theo ding quy trinh quy
dinh tai phu luc 01 kém theo Quy ché nay.

Piéu 8. Quan ly, khai thic va sir dung hé thong mang LAN

1. Nguoi sir dung c6 trach nhiém:

a) Phai sir dung ding tai khoan ctia minh dugc cip khi khai thac céc tai
nguyén va dich vu trén hé thong mang. Khong duoc sir dung tai khoan cia nguoi
khéc khi khong dugc ty quyén;

b) Tuin thi cdc bién phéap phong chdng virus; thong béo Kkip thdi cho Ban
chi dao CNTT dé phdi hop xir ly khi ¢6 nghi ngd bi nhiém virus;
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¢) Sir dung céc dich vu cta h¢ thong mang LAN dé truyén dir li¢u va trao
i thong tin vai cic don vi trong va ngodi nganh,
d) Luu nhirng dir li¢u quan trong theo dinh ky vao cac 6 dia mang di dugc
Ban chi dao CNTT thiét lap siin va chju trach nhi¢m vé nhimg thong tin, dir li¢u
dua vao luu trir va truyén di trén hé thong mang;

d) Han ché str dung thiét b luu trix di dong dé sao chép dir li¢u gitra cic mdy
tinh vd1 nhau;

¢) Han ché sao chép céc t¢p dir li¢u khong rd nguon gdc Xuat x{r vao may vi
tinh va hé thong mang ndi bo;

e) Khi c6 sur ¢é vé mang hay cdc tmg dung chay trén mang, nguoi sir dung
phai thong bdo ngay vdi Ban chi dao CNTT kiém tra va xir Iy theo ding quy trinh
quy dinh tai phu luc 01 kém theo Quy ché nay.

2. Ban chi dao CNTT c6 triach nhi¢m:

a) Lam dau moi ho trg, quan ly, quan tri, van hinh, kiém tra, gidm sat va
dam béo an toan, én dinh di véi h¢ thong mang;

b) Lam diu mdi dé xut, thim dinh céc tiéu chi ky thudt trong vi¢c xdy
dung, lfap dat, stra chira, thay thé céc trang thiét bi ctia hé¢ thong mang;

¢) Phoi hop véi don vj lién quan lap ké hoach nhim dam bdo cho viéc vin
hanh, duy tri hoat djng cua h¢ thong mang;

d) Cap tai khoan, & dia mang va thiét 1ap cic thu myc trén mang, céc quyén
cho ngudi sir dung, dong thoi hudng dan cho ngudi str dung khai thic céc dich vy
trén mang theo ding quy dinh;

d) C6 bién phdp phong, chong viée ldy lan virus qua h¢ thong mang, ngin
chiin thu rac va cdc tan cong khéc qua hé thong mang Internet vao mang ndi bo;

¢) Phat hién va tam ding hoat djng doi véi cdc tai khoan vi pham céic quy
dinh vé khai thac théng tin trén mang ni b va mang Internet;

g) Ghi nhit ky ca tryc va thyc hién bdo cdo dinh ky hodc dot xuat khi co sur
cd cho Lanh dao biét va c6 bién phép xur Iy;

h) HO trg ky thuat va hudng din cho ngudi sir dung khi ¢6 yéu cau;

1) Thue hién viée xur ly su cd cta hé thong mang theo dung quy trinh quy
dinh tai phu luc 01 kém theo Quy ché nay.
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Chuong 111
QUY DPINH VE BAO MAT

Piéu 9. Bio mit thong tin dir liéu

1. Nguoi sir dung co trach nhi¢m:

a) Dat mat khiu bao vé cho mdy tinh ¢4 nhin dugc giao. Khi khong sir dung
mdy tinh trong thoi gian dai, nguoi sir dung phai tit may hodc dit ché do bao vé
man hinh ¢6 mat khau, dé dam bao an toan cho dir liu ctia ¢4 nhdn va co quan,
don vi;

b) Néu dit mat khau bao vé may tinh cia 16p hoc thi phéi thong bdo mat
khau cho Ban chi dao CNTT va gido vién giang day biét.

¢) Dam bao giir bi mat cac tai khoan dugc cap, dinh ky thay doi mat khéu
diang nhap vao hé thong;

d) Khi két thuc lam viéc véi cac img dung hay dich vu trén mang nd1 by phai
thue hién thao tac thoat khoi tmg dung hodc dich vu mang truée khi roi khoi may
vi tinh.

2. Ban chi dao CNTT c6 trach nhiém:

a) Pam bao tinh bao mat dic biét cho cac may tinh dung dé soan thao va lwu
trir cac tai liéu co lién quan dén bi mat quéc gia, bi mat cia Nganh trudc khi két
noi Mang;

b) Pam bao an toan thong tin, dir li¢u luu va truyén dan trén hé théng mang
LAN, mang dién rong (WAN);

¢) Xoa bo tat ca cac thong tin, dir liéu trén cdc mdy tinh, thiét bi luu trir
khong str dung trudce khi thanh ly. Truong hop, cdc mdy tinh bi hong, phai thay thé
thiét bi luu trir mdi thi phai thu hoi lai thiét bi cii dé tién hanh tiéu huy theo quy
dinh;

d) Lap ké hoach kiém tra hoat dong ctia h¢ thong mang va tat ca cdc trang
thiét bi CNTT theo dinh ky;

d) Bé xuit va ap dung cdc bién phap bao vé an toan cho hé thong Mang, co
so dir 1éu;

e) Thuc hién viéc sao luu dir liéu theo ding ké hoach va dam bao an toan dir

liéu cia nguoi sir dung trén hé thong Mang.
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Chuong IV
TO CHUC THU'C HIEN

Pié¢u 10. Ban chi dao CNTT cé trich nhiém

1. Phdi hop voi cic don vi lién quan t6 chirc thuc hién cac chuong trinh bdi
dudng, tap huin néng cao trinh do tin hoc cho ngudi quan 1y va ngudi str dung cua
nha truong.

2. Xay dung ké hoach kinh phi hang nim dé phuc vu cho viéc td chirc: boi
dudng, tap hudn vé tin hoc; bao tri, duytri, ning cap ddi voi cac trang thiét bi
CNTT va hé thong Mang trinh lanh dao phé duyét.

3. Kiém tra, don doc, giam sat viéc thuc hién Quy ché nay. Hang nim tong
két, danh gia va bao cdo lanh dao nha trudng.

DPiéu 11. Lanh dao nha trudng ¢ trich nhiém

1. Quan ly, td chire trién khai str dung cac thiét bi CNTT va hé théng Mang
an toan va co hi¢u qua.

2. Chi dao viéc img dung CNTT vao xir ly cong viéc, ting cudng sur dung
vin ban dién tir, tirng budc thay thé vin ban gidy trong quan ly, diéu hanh va trao
ddi thong tin.

3. Quan triét cdc can bg, gido vién, CNV tuan thu cac quy dinh vé sir dung
cac thiét bi CNTT, hé théng Mang va quy trinh thong bao hé trg k§ thudt theo
ding quy dinh tai phu luc 01 kém theo Quy ché nay.

Chuong V
PIEU KHOAN THI HANH

Piéu 12. Khen thudng, xir ly vi pham
Cac c4 nhan c6 thanh tich xuat sic trong viéc thuc hién Quy ché nay sé dugc dé
nghi Hoi dc"mg thi dua — khen thudng xem x¢€t, trinh ldanh dao quyél dinh viéc khen
thudng theo thim quyén. Trudng hop ¢6 vi pham sé& bi xir ly theo quy dinh hién
hanh.

Di¢u 13. Di¢u khoin thi hanh

Quy ché nay c6 hiéu luc thi hanh ké tir ngay ky.
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PHU LUC 01
QUY DINH VE QUY TRINH HO TRQ KY THUAT

Bude 1: Khi thiét bi CNTT gip su cé, ngudi sir dung thong b4o cho Ban chi
dao CNTT. Ban chi dao CNTT ¢ trach nhiém cir can b ky thudt dén kiém tra
trong thot han khong qua 01 ngay ké tir lic nhin dugc thong bdo ciia ngudi st
dung.

Budre 2: Neu xir Iy dugc, can b ky thuat khiic phuc va huéng dan cho ngudi
str dung. Ngugce lai, chuyén qua budc 3.

Budre 3: Kiém tra thiét bi s¢ c6 02 truong hop:

¢ Né}l thiét bi con thoi gian bdo hanh thi Ban chi dao CNTT c6 trach nhi¢ém
chuyén thi€t bi di bao hanh, df‘)ng thori thay thé thiét bj twong tu tam thoi cho ngudi
sir dung dé khong bi gidn doan cong viée (néu c6 thé).

- Néu thiét bj khng con thdi gian bio hanh, Ban chi dao CNTT lam gidy dé
xudt stra chira hoic thay thé thiét bi theo mu ciia Viin phong ¢6 xdc nhan va y kién
phé duyét'cﬁa lanh dao nha trudng, chuyén vé Vin phong dé lam thu tuc mua thiét
bi thay thé hogic chuyén thiét bj di stra chira .

Budce 4: Sau khi hoan thanh viéc thay thé thiét bi hodc stra chira, Ban chi
dao CNTT kiém tra lan cudi, lép ddt, chay thir va 1dp bién ban ban giao cho ngudi
sur dung.
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